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1
Decision/action requested

This document proposes to add conclusion on service access authorization of a NF Set in TR 33.855.
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Rationale
Conclusion on KI #24 is proposed.
The KI #24 proposed a general requirement on NF-NF authorization that “The 5GS shall support service access authorization of a NF Set or a NF Service Set” [1].  
Currently, the OAuth 2.0 based authorization method is only applicable to the authorization of NF granularity and NF Type granularity, the generated token is used to access a specific NF or a certain type of NF. If the Service Consumer requests a token for access to a particular NF in the NF Set, the token can only be verified by the NF. In the indirect communication mode, if the SCP selects another NF in the same NF Set as the Producer, the selected Producer cannot verify the Token. Since, the instance id of the Producer in the Audience claim is different from the instance id of the selected Producer. The Producer will refuse to provide the service to the consumer. Therefore, current OAuth 2.0 based authorization method does not apply to the NF Set scenario. The NF consumer shall be able to obtain services from a NF Instance or a NF Service Instance within a Set based on the usage of the token obtained for a different NF Instance or a NF Service Instance within the Set.
From the security point of view, Solution #19 can be used here by including the NF Set ID of the NF producer in the token claims for Model B and Model C in the non-roaming scenario, Solution #31 can be used here by including the NF Set ID of the NF producer in the token claims for Model C in the roaming scenario. With these solutions, the NF consumer is able to obtain services from any NF producer within a NF Set based on the usage of the token obtained for a different NF Instance within the NF Set.
In the end, the solution #19 and solution #31 fully meets the requirements in Key issue #24 from the security point of view, and is recommended for normative work.
4
Detailed proposal

***
BEGIN CHANGES
***

7.X
Conclusion on KI #24 
The KI #24 is about service access authorization based on NF Set.
It is concluded that NF Set granularity for token-based authorization will be included in normative work.
**
END OF CHANGES
***
